CHAPTER 1: OVERVIEW OF THE DEFENSE TRAVEL SYSTEM (DTS)

The Defense Travel System (DTS) has been deployed at your site to streamline the processes involved in
arranging and paying for travel for those who travel on official business for the Department of Defense
(DOD). With DTS, you can create authorizations, vouchers from authorizations (vouchers), and local vouch-
ers; make trip reservations; and manage other travel-related tasks—all from your computer, and with no
paperwork. This chapter covers the following topics:

1.1 The Defense Travel SYStEIM......c..ccviiriieiiieiiieiieiiiteeeeeeeeeesttesteesteesseesseesseesseessessseens 1-1
1.2 DTS USEIS..eeuteentientieiieteeteete ettt ettt ettt she e sheesbe e bt e bt e nbeesbeenbee bt ebeebeenteens 1-2
1.3 DTS Features and Benefits..........cccoevuiiiiiiiiiiiiiiiiieie ettt 1-3
1.4 The Trip-Planning PrOCESS ..........cccuerierieriieniieiieieeie e eie ettt et enaeeaeens 1-4
1.4.1 Connected USEr/Traveler ........c.cocvueeiiieeeiieeiie e eiee ettt eveeeveeeeveeeeveeenee s 1-4

1.4.2 Unconnected USEr/TTaveler .........cccvevierieriieriieiieerieeieeiesreseesteesseesseesseessenns 1-6

1.5 DTS Training and Learning Materials.............ccceevveeviieiiierieeieeieiie e seeseeesreesieenneens 1-6
1.5.1 WBT COUISE OVEIVIEW ....cueerieiieuierieieniinteeneetentesseeneesesessesneeneesessessesseensens 1-8

1.5.2 Manuals, Updates, and Other ReSources ...........ccoovveevveecieecieecieecie e 1-9

1.6 HElp I DTS ..ottt ettt et et e s eteeaeeaessesseeseensessessaensensansesseensenes 1-9
1.6.1 ONINE HEIP.....eoiiiiieiieiieiiee ettt et ettt et eae e ens 1-9

1.6.2 DTS Help DESK.....c.eoviiiiiiiiiieiiesiieiieieeie e ee et ste st siae st e e naaenseesveennes 1-10

1.7 DTS DEPIOYMENL....ccvieurieriiieerieieeteereettestaesseesseesseesseesseessesssesssesssesssesssesssesssesssens 1-11
1.8 HOW To LOog On to DTS ..ottt ettt evae e e eeaeesaae e 1-11
1.8.1 Log On UsSiNg YOUr CAC .......c.ooooiieiiieiie e eeie et eeteesiveeseveeneveeseveesaneennnes 1-11

1.8.2 Log On Using Your Soft TOKEN ........ccceveeiiniiniininiiiiienienceeeieeee e 1-15

1.9 Account Activation and Self-RegiStration............cceceeveereerueesieesierienreseeseeseenenes 1-16
1.9.1 How To AcCtivate YOUT ACCOUNL......cccverrveererrierreerieerseereeseesessessnesseesseensens 1-17
1.9.1.1 HOW T0 SeIf-RE@ISLET......cccveeveerieeieiieiiiesiienieeieereeereeereseneseneseeeeens 1-18

1.9.1.2 EITOT MESSAZES ...ceevvieeeiiieeeiiieeeiiieeeiieeeesieeessaeeeennseeeennseeesnnseeesnnnes 1-24

1.10 Easy TroubleShOOtING ........cc.ceciiiriiiiiieeieeeie et et ettt e eteeseveeseaeeseneessveesaneens 1-27
1.11 Error Message Information.............cceveereerieniieieniieeie ettt sieesieesieeseenseeeees 1-27
1.12 Log@ing Off DTS......cociiiieiieeiieieeie e steetestteitesteesteesteebeesseenseessessnesnsesssesssensees 1-27

1.1 The Defense Travel System

DTS is an integrated computer system that provides you, the DOD user or traveler, with paperless travel
planning and reimbursement. DTS consists of commercial-off-the-shelf software that has been enhanced
with interfaces to many other systems for making airline, lodging, and rental car reservations, with plans to
add rail reservations capability. DTS is paperless and uses DOD public key infrastructure (PKI) certificates
that enable you to sign documents securely.

To manage your own travel or create travel plans for others, open the DTS Home page by entering
www.defensetravel.osd.mil into the address bar of your Web browser (Figure 1-1). Click the green log in
button to log on to DTS. When your travel is complete, you file a voucher that is routed electronically to
the appropriate officials for approval and to the Defense Finance and Accounting Service (DFAS) for
payment. An electronic funds transfer from DFAS to the government charge card (GOVCC) vendor or
your bank account completes the process.
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Figure 1-1: DTS Home Page

1.2 DTS Users

A DTS user is anyone who, in any role, interacts with DTS. Users include Defense Travel Administrators
(DTAs), Authorizing Officials (AOs), Certifying Officials (COs), Routing Officials (ROs), Transportation
Officers (TOs), Disbursement Officers (DOs), and agents within the Commercial Travel Office (CTO). A
traveler who interacts with DTS on his or her own behalf is referred to as a user/traveler.

As DTS is enhanced, updates to this manual and other user resources will become available to teach you
how to use the new capabilities. You can obtain the current materials from the DTS Home page.

As a complement to the DTS Home page, DTS offers you the new DTS Travel Center (Figure 1-2). Here

you will find the latest in travel planning, DOD travel regulations, CTO activities, and current DTS release
information. Click on the icon in the top right corner of the DTS Home page to access this Web site.
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Figure 1-2: DTS Travel Center Web Site

1.3 DTS Features and Benefits

DTS provides full functionality, accessibility, and security when processing authorizations and vouchers.
You will find it easy to search for airline, hotel, car rental, and rail availability, and gather all the details to
plan a trip.

Real-time availability for air, lodging, and rental cars is built into DTS to provide easy access to commer-
cial travel service information. DTS meets the major travel requirements of DOD and serves the needs of
all DOD users. DTS does not manage travel for contractors; it is for DOD personnel traveling on official
business.

The system streamlines workflow and processes for you and for all users to improve efficiency and pro-
ductivity. The following are highlights of DTS’ benefits for user/travelers, unit travel clerks, AOs and COs,
and DTAs.

User/Travelers and Unit Travel Clerks. Using DTS, user/travelers and unit travel clerks will complete
the following tasks:

e Create and update travel documents

»  Update travel preferences in a traveler’s personal profile
*  Create a voucher by using information from an authorization
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e Submit and digitally sign documents
*  Determine the status of an authorization or a voucher at any time
* Receive travel reimbursements faster than with a paper-based system.

AOs and COs. Using DTS, AOs and COs will complete the following tasks:

*  Preview, review, and approve authorizations and vouchers

* Cancel an authorization

* Return travel documents to user/travelers for changes or corrections
»  Edit travel documents for a user/traveler

* Delegate and revoke signature authority

*  Certify funds available.

DTAs. Using DTS, DTAs will complete the following tasks:

*  Expedite the approval process

»  Establish document routing based on the organization and type of action
*  Track the obligation and expenditure of travel funds

e Perform all administrative setup functions necessary to use DTS.

1.4 The Trip-Planning Process

The trip-planning process will differ for user/travelers, depending upon whether or not they are connected
to DTS.

1.4.1 Connected User/Traveler

If you are a user/traveler, unit clerk, or Non-DTS Entry Agent (NDEA), you log on to DTS using a
digital signature. You complete an itinerary, which you stamp with your digital signature. This builds
the authorization that DTS passes along a chain of ROs for their respective stamps, such as
REVIEWED, CERTIFIED, and APPROVED. To request specific arrangements, use the DTS Travel
feature to enter departure and arrival information and then select air, hotel, car rental, or rail. If neces-
sary, you may enter specific requests in the comments window. Figure 1-3 depicts a trip-planning and
authorization process for a connected user/traveler.
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Figure 1-3: Connected User/Traveler
After you log on to DTS and initiate a new document, the following sequence for the trip-planning
process occurs:

a. Create Authorization: You create an itinerary and request specific air, hotel, and rental car reserva-
tions through the Global Distribution System (GDS) (2a). You then enter reimbursable expense
estimates and per diem entitlements to create your “should cost” and complete the authorization
(3). You submit the authorization to the CTO by applying your digital signature.

b. Route. DTS routes the authorization to the CTO through the Passenger Name Record (PNR) gate-
way (4). The PNR gateway converts the information from DTS format to the PNR gateway format
for the GDS and places the PNR in the CTO’s inbound queue.

c. Process. The travel agent located at the CTO accesses the PNR in the GDS, makes reservations,
performs quality checks, and thereby completes a should-cost (5,6). The travel agent places the
PNR with should-cost data in the outbound GDS queue for further routing (7).

d. Retrieve. After CTO processing, the PNR gateway retrieves the CTO data from the GDS.

e. Route. DTS routes the request to your AO (§).

f.  Approve. The AO reviews and approves the authorization by affixing his or her digital signature
9).

g. Route. DTS updates the status of the authorization to inform you of the approval and routes it
through the PNR gateway to the CTO’s inbound queue for ticketing (10).

h. Ticket. The CTO tickets the itinerary, as required.

i.  Update. The CTO updates any changes in ticketing prior to departure or en route.
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1.4.2 Unconnected User/Traveler

A unit clerk or an NDEA can initiate the process for you if you can not log on to DTS. You may either
call or fax the NDEA, and provide your travel information (Figure 1-4). The NDEA will complete the
authorization for you, as outlined in the process for connected user/travelers (See Section 1.4.1).
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Figure 1-4: Unconnected User/Traveler

The NDEA uses a T-ENTERED stamp to sign vouchers for an unconnected user/traveler. Any user
with access to your profile can create and sign trip authorizations using the standard SIGNED stamp.
Only NDEAs can sign vouchers for others, and they use the T-ENTERED stamp.

If you can not contact the NDEA, either call or fax the CTO to make travel arrangements. Enter the
information into DTS upon completion of your travel.

Note: A travel clerk with group access can create and sign authorizations using the SIGNED stamp.
Travel clerks can create but may not sign vouchers for user/travelers. The NDEA is an optional role in
DTS. The NDEA can sign vouchers using the T-ENTERED stamp.

1.5 DTS Training and Learning Materials

The DTS Training screen provides a vast array of resources that will help you improve your skills in using
the system and find answers to any questions you may have about DTS. To access the Training section of
DTS (Figure 1-5), enter www.defensetravel.osd.mil into the address field on the Web browser. When the
DTS Home page opens, click the link to the Training section, located on the left sidebar.
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* 'Web-Based Training for DTS System Functionality
* MWiew a DTS Demonstration
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Figure 1-5: DTS Training Screen

The left sidebar of the Training screen expands to display the following:

*  Training Materials. Training and updates to DTS guides and materials are posted here. Check this
section for the latest updates. Print the updates to replace the outdated sections in your manual. If you
would like an electronic version of the manual with a search capability, simply download an entire

manual.

* Optional Services. The Optional Services catalog lists additional DTS services that are available to
any DOD organization to purchase on a fee-for-service basis. The catalog provides a description of

each optional service and an accompanying fee structure.

*  Quick references. You can download and print the tri-fold guides in this section.

* Training Site Survey. Your site's DTA training point of contact (POC) uses the survey to provide
information about your site’s training needs to the Program Management Office (PMO). This area is
password protected.
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1.5.1 WBT Course Overview

DTS WBT is a self-paced course that teaches you how to use DTS. You can access WBT through the
Training link on the DTS Home page. Access the sections by clicking on the tabs at the top of the

WBT menu bar (Figure 1-6).

=

DTS Web-Based Training

to those sections.,

Travelers and NDEAs
- Your Responsibilities
- DTS Basics
- Buthorizations
- Travel Wouchers
- Local Wouchers
- Document Edits
- Constructed Travel
- Bccession Travel for NDEAs
- Cancellations
- Bzsessment and Certificate

Transportation Officers
- Your Responsibilities
- DTS Basics
- Group Travel
- CBA Module
- fssessment and Certificate

“m g -
B SO

I
LDTAs and ODTAs
- Your Responsibilities
- DTS Basics
- Setup and Deployment Tools
- Maintenance Tool
- Import/Export
- Reports
- Tier II Help Desk Setup
- Assessment and Certificate

Welcorne to the DTS Web-Based Training! If this is your first wisit, PLEASE CLICK HERE for an orientation.

Remember, the training is organized by roles and tasks so you can quickly find the information you need.
Move your cursor over the headings for a description of each role, Then click on the tasks underneath to go

Learn DTS Policy and Procedures! It is important that DTS users be informed of current DoD travel
regulations so they may make good decisions when planning trips, authaorizing travel, or certifying vouchers.
Taking the Palicy and Procedures WBT will also help vou understand DTS functionality .

Routing Officials

- Your Responsibilities

- DTS Basics

- Route and Review

- Group Travel

- Aadjustrnents

- Cancellations

- Constructed Travel

- Accession Travel

- Debt Management

- fzsessment and Certificate

FDTAs
- FOTA Responsibilities
- DMM Responsibilities
- 0TS Basics
- Budgets
- LOAs
- Debt Management
- Assessment and Certificate

DTS Policy and Procedures WEBT Table of Contents | DTS Home

Figure 1-6: DTS WBT Home Page

This WBT course consists of the following five sections:

*  Travelers and NDEAs. This section provides an overview of how to create a travel document in

DTS.

*  Routing Officials. This section describes the sequence for processing documents by using the

Route & Review tool.

»  Transportation Officers. This section acquaints the TO with the CBA Reconciliation Tool.

e LDTAs and ODTAs. This section describes the DTA Maintenance Tool functions for new Organi-

zational DTAs, and guides them through tasks that they will perform.
*  FDTAs. This section provides an overview of DTS finance and budget features.
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1.5.2 Manuals, Updates, and Other Resources

The DTS Home page links you to reference materials that will enhance your knowledge of DTS and
help you find the information you need for specific situations. The following steps explain how to
obtain reference material and manual updates:

1. Select Training from the left sidebar menu.

The Training screen opens, and the sidebar menu expands.
2. Select Training Materials.

3. Scroll down the Training Materials screen.

Here you find links to all the DTS manuals, appendices, and other sources of help. Print the updates
regularly and replace the outdated sections in your manuals.

Note: You will need Adobe Acrobat Reader to view these documents. You will find a link to this free
program on the right sidebar of the Documents and Downloads screen.

You may download the electronic version to use on your computer. The electronic documents have a
search feature that enables you to search for key words or topics. Listed below are a few of the most
widely used resources that you may access from the Training Materials screen.

Defense Travel Administration (DTA) Users Manual. This manual is used in the DTA training classes
to teach DTAs about the DTS system administration functions relating to DTS setup and maintenance,
electronic document processing, and budget setup.

The Defense Travel System Document Processing Manual. This manual, which is the book you are
reading now, describes document processing and advanced topics such as SPP, advances, and group
authorizations. It is used in the classes for user/travelers and AOs to show how to perform these tasks
when creating authorizations, vouchers, local vouchers, and amendments to travel documents.

Centrally Billed Account Reconciliation Users Manual. This resource teaches the user how to recon-
cile Centrally Billed Accounts (CBAs).

Practical Exercises. These are the exercises that students complete during DTS training to practice
each of the concepts they learned.

1.6 Help in DTS

DTS provides help in using the system, including this manual and the manuals and guides available
through the left sidebar of the Training screen. Two additional sources are the online help and help desk.

1.6.1 Online Help

When you are logged on to DTS, you can request help for any screen by clicking the Help for This
Screen link in the upper right corner. A window opens that contains help for the current screen (Figure
1-7). By clicking each help topic, more information related to that topic will display. Click See Table
of Contents to search the entire Help database for information related to any topic in DTS.
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See Table of Contents

Trip Overview

This is the opening screen for creating a travel authorization or order.  This screen shows general details of your trip such as
departure location, dates, and return location. The starting point will either be your home (residence) or office (duty station). You
will select your trip type and purpose in this screen.

Once you add your information, a Trip Surnrmary is displayed to the right.
(Click on terms below to see more information)

Cwerall Starting Point Information
e Select g Location OR Enter a Starting Point
e Start Date
o Calendar button

Cwerall End Point Infarmation
e Select g Location OR Enter an Ending Location
e End Date
o Calendar button

Other Trip Infarmation

Trip Type

Trip Purpose

Trip Description {optional)

Trip Duration

Authorzation Mumber —
Authorization Date

Trip Number

Comments for Travel Qrder

Lise Preset Comments hd|

Figure 1-7: DTS Help Window

1.6.2 DTS Help Desk
The DTS Help Desk uses the three-tiered structure that is described in the following paragraphs.

Tier 1 — At this level, you use reference materials to help answer your basic questions. Examples of
such materials include the following:

*  Tri-fold brochures

« WBT

*  Manuals and users guides
e Online help.

Tier 2 — The Tier 2 Help Desk (T2HD) is your local help desk that addresses issues that can not be
resolved at Tier 1. T2HD may consist of the LDTA, Finance DTA (FDTA), and IT personnel. T2ZHD
provides you with local policy and DTS support. For issues that can not be resolved at this level,
T2HD staff creates help desk tickets to escalate to Tier 3.

Tier 3 — The Tier 3 Help Desk (T3HD), located in Fairfax, Virginia, addresses issues that can not be

resolved at T2HD. Only users from T2HD can contact T3HD. Authorized users can access T3HD
Monday through Friday from 8 a.m. to 5 p.m., Eastern Standard Time.
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1.7 DTS Deployment

All the actions necessary to set up DTS at your site and the actions that enable you to put the software to
work are referred to as the DTS Fielding process. You can read more about this topic by selecting Deploy-
ment from the sidebar menu on the DTS Home page.

1.8 How To Log On to DTS

Launch your Internet browser and enter the following address into the address bar:
www.defensetravel.osd.mil. The DTS Home page will open. Common access card (CAC) users should
follow the instructions in Section 1.8.1. Soft token certificate users should follow the instructions in
Section 1.8.2.

Note: A site may switch from diskette to CAC to access DTS. The DTA will have to reset each user’s user
ID in the user’s personal profile to the default setting by clicking Reset User ID in the People tool in the
DTA Maintenance Tool. Diskettes and CACs are not interchangeable.

1.8.1 Log On Using Your CAC
Use the following steps to log on to DTS:

1. Insert your CAC into the CAC reader.

You must leave your CAC in the CAC reader for the entire DTS session. The system will read from the
reader periodically. If the CAC is not in the reader, an error message will display.

2. Click the green Log In button that is located near the center of the DTS Home page
(Figure 1-8).
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g Defense Travel System Search DTS | Go!

A New Era of Government Travel Web Accessibility | Privacy and Security Hotice | Site Map

Home Welcome to DTS!! Visit the new DTS

Travel Center Website

DTS Travel Center

‘Welcome to the new era of government

About DTS travel that can really take you places.
Hews & Events Featuring the best practices in industry Mknﬁ:"m:,ﬁ:mg: ; ———L
_and- Hew ... Guid
Training and plug-and-play components, De.fense Hs:;*m"uw_:m:a
Trawel System streamlines the entire Miesione Schedule
Deployment process involved in global Department of Phase I & II Sites Online Oepleymant Schadie wilmmm—
e ! . Click here to visit the website.
Defenze (Dol travel,
System Status
Help Desk " [
i Login to the Defense Travel System System Status
Documents &
Downloads Click on the button below to begin using the Defense Travel System, ﬁ DTS
§ DTS iz Available
Contacts LOGINTO D
Links W EWTS
[, . I | EWTS is Availabls
c First Time Users Training
i ) Click below to learn more about Click below to learn how to use
Defense Travel D75 and the tools required for DTS and for additional training Recent Updates
System (DTS) use, resources,

Army Breakout Session

Latest Army Policy Seeks
Better Return on It
Investment in the Defenze
- Trawel System

Notices DTS - CEFT Yalidation

Enter your email address X X X . Procedures
below to subscribs to DTS + dttach Electronic Travel Receipts to DTS Trip Record - Wia FAX

t (358 222-5061
email updates atie=a)

+ Department of Defense Premium Travel Program
Iemail addrezz

# 14-Hour Flight is MOT Justification for Premium Slass Travel

Deployment Seminar - . -

gh

Figure 1-8: DTS Home Page
The Security Alert statement displays (Figure 1-9). No is the default selection.

Security Alert i x|

[nfarmation you exchange with this site cannot be viewed or
changed by atherz. Howewer, there iz a problerm with the zite'z
secLity certificate.

& The zecurity certificate was izsued by a company you have
not chogen to trust. Wiew the cerificate to determing whether
you want bo brust the certifving authority.

a The security certifizate date iz valid.

a The zecurity certificate has a valid name matching the name
of the page you are trying to view.

Do pou wank to proceed?

Tes | Mo I Yiew Certificate

Figure 1-9: Security Alert Statement

3. Click Yes.
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The DOD Privacy and Ethics Policy statement displays (Figure 1-10).

"%, Defense Travel System

A New Era of Government Travel

Please read the following DoD Privacy & Ethics Policy concerning DTS website, travel, and usage. By
signing in to the DTS System, you agree to the terms and conditions of use.

This is a DoD interest computer system. All DoD interest computing systems and related equipment are intended for the
comrunication, transmission, processing, and storage of official U.S, Government or other authorized information only,
all DoD interest computer systems are subject to monitoring at all times to ensure proper functioning of equipment and
systermns including security devices and systems, to prevent unauthorized use and violations of statutes and security
requlations, to deter criminal activity, and for other similar purposes. Any user of a DoD interest computer system should
be aware that any information placed in the systemn is subject to monitoring and is not subject to any expectation of
privacy.

If monitoring of this or any other DoD interest computer system reveals possible evidence of criminal statutes, this
evidence and any other related information, including identification information about the user, may be provided to law
enforcement officials, If monitoring of this or any other DoD interest computer system reveals any violations of security
requlations or unauthorized use, employees who violate security regulations or make unauthorized use of DoD interest
computer systems are subject to appropriate disciplinary action,

ETHICS

Travelers must comply with the Federal and Departmental ethics rules when accepting travel benefits {i.e. goods,
services, or payment) from non-Federal sources, For DoD personnel, see Joint Ethics Regulation, DoD 5500.7-R, Chapter
4, Travelers may keep iterns of nominal value {as defined in applicable ethics regulations). Travelers may also keep
benefits received for voluntarily vacating a seat on an over-booked flight, but are not to vacate their seat if the
Government would incur additional costs or if it would affect the mission,

PRIVACY ACT

AUTHORITY: 5 U.5.C 57, Travel, Transportation, and Subsistence; 10 U.5.C, 135, Under Secretary of Defense
{Comptroller); 10 U.S.C, 136, Under Secretary of Defense for Personnel and Readiness; 10 U.S.C, 3013, Secretary of
the Army; 10 U.5.C, 5013 Secretary of the Navy; 10 U.5.C, 8013 Secretary of the Air Force; DoD Directives 7000,14-R;
and E.Q. 9397 (2SN}, PRINCIPAL PURPOSE(S): To obtain infarmation for processing a request to travel at Government
expense on official Department of Defense business and for processing a claim for reimbursement of authorized and
legitimate expenses incurred as a result of such travel,

ROUTIME USE: For Federal and private entities providing travel services for purposes of arranging transportation at
Government expense for official business,

DISCLOSURE: Voluntary, however, failure to provide all of the requested information may preclude the processing of
both the travel request and the claim for reimbursement,

DEPARTMENT OF DEFENSE: Department of the Army Marrative Statement on a New Systern of Records Under the Privacy

Act of 1974
hoocept | Decline |

Figure 1-10: DOD Privacy and Ethics Policy Statement

4. Read the statement.
5. Click Accept. If you do not wish to continue, click Decline.

The DTS Secure Login screen opens (Figure 1-11).
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K Defense Travel System

A Mew Era of Government Travel

signing data with your private exchange key

CryptodiPl Private Key I""""

oK I Cancel | Dietails... |

Figure 1-11: DTS Secure Login Screen (CAC)

6. Enter your PIN in the CryptoAPI Private Key field.

DTS allows you to enter your PIN incorrectly up to three times before locking you out of the system. If
this happens, you must contact the CAC issuance station to have your CAC unlocked.

7. Click OK.
The system confirms your identity and displays your User Welcome screen (Figure 1-12). This screen

presents your personalized options, based on the permissions granted to you by your DTA. It identifies
your name, organization, org access, group access, and permissions levels.
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Logged In As:  Chris Henry Help for this screen

“a Defense Travel System

A New Era of Government Travel

Logoff

Official Travel ¥ Official Travel - Others ¥| Traveler Setup ¥ Reports ¥ | Administrative ¥ ROA v

Documents Awaiting Your Approval --»  Click Here

Welcome Chris Henry
Organization:  DFCWT My Signed Documents
Qrg Access: DFCWT

Docurment Marme Current Status  Departure Date Type

Group Access:
o CHORLANDOFLDS2303 Any AUTH 24 HOUR  ago5i03  auh
Permission: 0,1,2,3,4,5,6

Message Center

The Enhanced Jefferson (EJ) OTS Enterprize Web Training
System [EWTS) Reference: DTS Motification May 6, 2003,
on the availability of EJEWTS, On May 7, the version of EJ
EWTS was upgraded to RC-4, & new RC-4 known problem
lizt will replace the RC-1 list and is available from the OTS
Self Support section on the Defense Travel System Web
Site

Back to Top

Figure 1-12: User Welcome Screen

1.8.2 Log On Using Your Soft Token

1. Insert the disk containing your soft token certificate into the floppy disk drive.

The disk must remain in the drive for the entire DTS session. The system will read from the drive peri-
odically. If the disk is not in the drive, an error message will display (Figure 1-13).

‘You must log into vour certificate to perform signature or encryption operations.
Select your certificate’s private key file. Then, enter your PIN or password in
the space below and press the 'Enter’ button. Press the 'Cancel' button to
abort the login,

Q File "#4:\J_¥3_Eric_T_Montahvo.pl12' does not exist,
Please try again or press the Cancel button to abort the operation,

Ok I
AbouDBsignl ok | cancel |

Figure 1-13: Certificate Error Message

2. Click the green Log In button located in the center of the DTS Home page (Figure 1-8).
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The DOD Privacy and Ethics Policy statement displays (Figure 1-10).
3. Read the statement.

4. Click Accept. If you do not wish to continue, click Decline.
5. The Digital Signature Login screen opens (Figure 1-14).

Digital Signature Login )

'ou muzt log into your certificate o perform signature or encrpption operations.
Select your certificate's private key file. Then, enter vaur PIMN or pazsword in
the zpace below and press the ‘Enter’ buttan.  Press the 'Cancel’ button to
abort the login.

K.y File: || _l

[ Bemember Certificate File

FPazzward: I

About DB zign | [k Cancel

Figure 1-14: DTS Digital Signature Login Screen

6. Complete the Key File text field with your certificate key file name. If you do not know
your key file, click the Browse button (represented by “...”). Select your key file.Enter your
password.

7. Click OK.
The system confirms your identity and displays your User Welcome screen (Figure 1-12). This screen

presents your personalized options, based on the permissions granted to you by your DTA. It identifies
your name, organization, org access, group access, and permissions levels.

1.9 Account Activation and Self-Registration

If your user ID has been activated previously in DTS, the log-on process will continue. If your user ID has
not been activated, the User Activation screen will open (Figure 1-15).
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Defense Travel System

A New Era of Government Travel

User Activation

Your user account needs to be activated

If you would like your account activated, complete the
forrm below, The form requires that you enter vour social
security number twice, Please enter your S5M
exactly as it appears in your profile, including any
trailing characters {i.e. 123456789 or
987654321R)

Enter Social Security
Murnber:

FReenter Social Security
Murnber:

If the values entered match an account in DTS, you will
automatically be logged in.

Selecting the "Cancel" button will terminate the activation
process,

Figure 1-15: DTS User Activation Screen

1.9.1 How To Activate Your Account

Enter your SSN in the Enter Social Security Number (SSN) field.
2. Re-enter your SSN in the Re-enter Social Security Number field.
3. Click Submit.

After you submit, DTS searches the database for your SSN.

DTS Version 1.7.1.5, Document Processing Manual, Version 1.3.10, Updated 1/05/07

Chapter 1: Overview

Your signature token contains your user ID. Section 1.9.1 explains how DTS confirms your identity by
matching your user ID to your Social Security Number (SSN) that is stored in the database.

If you have been registered in DTS, but your account has not yet been activated, you can activate your
account through the following steps:

If your SSN already exists in the database. If DTS finds your SSN, it determines whether or not it
has been activated. Next, it verifies whether or not the last name that corresponds to the SSN in the
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database matches the last name stored on your digital certificate. If they match, DTS will update the
user ID information in the database and the User Welcome screen will open (Figure 1-12). If DTS
finds your SSN in the database, but the last name does not match the last name on your digital certifi-
cate, contact your DTA. If the user ID field is already populated, contact your DTA.

DTS will check to see if a user profile exists for you. If your user profile exists, only the user ID will be
updated with the value from the certificate.

If your SSN does not exist in the database. If DTS does not find your SSN and you have not been
registered manually via the DTA Maintenance Tool, use Self-Registration. Instructions for Self-Regis-
tration are presented in Section 1.9.1.1.

Note: If you travel in more than one capacity (e.g., sometimes as a civilian, other times as a reservist or
for the National Guard), you should contact your DTA to confirm any trailing characters that should be
entered in the SSN fields on the User Activation screen.

1.9.1.1 How To Self-Register

If DTS determines that a user is new to DTS and has not been entered manually via the DTA
Maintenance Tool, the User Activation screen will open (Figure 1-16). Use the following steps
to self-register:

1. Click Self Register.

" Defense Travel System

A New Era of Government Travel

User Activation

The S5N you typed in does not match any existing
record in the system.

If you hava an existing profile -- but might have entered
the wrong SSN, then return to User Activation to re-
attempt profile activation.

Or, if you are a new user with no existing DTS profile,
and have been notified to self register, click the "Self
Register’ button to enter your individual profile data.

Otherwise, select the "cancel’ button to terminate the
activation process,

Self Register Cancal

Figure 1-16: User Activation Screen
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The User Welcome screen opens (Figure 1-17).

% Defense Travel System
A New Era of Government Travel

My Signed Documents

Welcome Chris Reinders
Document Name Current Status Departure Date Type

Organization:
g Mo docurnents found.

org Access:

Group Access:

Permission:

Figure 1-17: User Welcome Screen - Self-Registration

2. Mouse over the Administrative drop-down menu and select Self Registration.

The Self-Registration Welcome screen opens (Figure 1-18).

Defense Travel system Mﬂasic Information Additional Information Submit Self-Registration

A New Era of Government Travel

Welcome to the Self Registration Tool.

Your userftraveler profile has been started but not completed; pleaze finish prior to submitting
uzerftraveler profile for acceptance. Click on Basic Information above to complete vour profile.

If wou already have an existing uzer profile, and inadvertently created a zelf registration record, then
click here to delete wour staging profile. You will then be able to re-login and activate wour
production profile.

This is where you enter the data that goes inta your DTS Personal Profile,

In the Fasic fMformation section, some figlds are marked with an asterisk (*) or are preceded by bolded text.

» If there is an asterisk to the left of a Field, this data must be entered before vou can submit your Self-reqgistration,
If wou Forget, DTS will prompt you

o If there is bolded text next to afield, this data must be entered so that all information on the page can be
saved. This will save you some time in case you can't finish your Self-Registration at one sitting

The Addifional faformation section is for data such as mailing addresses, air travel, lodging and car rental preferences,
etc, DTS will aukomatically enter this data into your travel documents. You always have the option ko change this
inFormation when you log into DTS, Just select Arofis From the Addifional Qofians section of the Authorization (or ather
travel document's)Toolbar,

Once you have completed the self-registration, submit it using the Submd Saf-Reginfrafion section, You wil be notified
when you can begin ko use DTS,

Figure 1-18: Self-Registration Welcome Screen

3. Click Basic Information on the navigation bar.
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The Basic Information screen opens (Figure 1-19, Figure 1-20, and Figure 1-21).

Defense Travel System

A New Era of Government Travel

Home Additiunallnfnrmation Subnit Self-Registration

Field with '* ' iz a required field when wou submit on the BASIC INFORMATION page.

Fields with a bolded Field Name are required to save data on the BASIC INFORMATION page.

MANDATORY INFORMATION

GENERAL INFORMATION

First Mame » Van
Last Mame» #harrizon

aiddle Initials ||
SSH » BREIIEEES

Gender » IN!’A i

* Email Address » | b

MAILING ADDRESS

* Mailing Street 1» l:
iailing Street 2 |:|
*State / Country» [ a

A Click on the icon to select a walue

* Zip f Postal Code » :

o8 ¢
Is this the same as Residence Addressi» &

@ po (If not, we'll ask wou for it on the Additional Information page.)

Figure 1-19: Self-Registration Basic Information Screen (Top)
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TEEQUIRED WORK INFORMATION
Civilian / Military » ICivilian 'I
Title £ Rank » IAD-OO 'l

© Yes

Tech Status »
& No

Ja

* Organization »

2 Click on the icon to select a walue

Service f Agency of Assignment »

Office Street 1+

Office Street 2+

|
|
State f Country s I S

A Click on the icon to select a value

Zip / Postal Code » |:|
Time Fone » IGMT 'l

Work Hours +

Emergency Contact Mame » I:I

Emergency Contact Phone Mumber »
A Farmat: 999-999-9999 9999 up to 20 characters

ELECTROMIC FUHDS TRAMSFER DaTa

dccount Typer Checking o Saving # Nane

fcocount Routing Mumber » I:I S

A Click on the icon far help

TrAVEL RESERVATION INFORMATION

GOVERNMENT CHARGE Carp (GOYCC)

Advance Authorization » ICARD HOLDER 'I

GOVCC Exp. Date » [ =

A Farmat iz mmAdd Annny
ADDITIONAL INFORMATION

Printed QOrzanization »

Present Duty Station »

Miles from Office to Airport » I:I

Figure 1-20: Self-Registration Basic Information Screen (Middle)
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Office Phone »
A Format: 999-999-9999 9999 up to 20 characters

ook |

A Farmat: 999-999-9999 up to 20 characters

Organization Email » I

Unit 1D {UIC/RUC/PASSCOCE] » |:|

FOREIGH TRAVEL IHFORMATION

OFFIC1aL {No-FEE) PAsSSPORT INFORMATION

Last Mame » | |

Whiddle Initial » D
Birth Datey ||

A Farmat is mm/dd A

Pazzport Mumber » I:I

lzzuing City » | |

lzzuing State / Country s I S

2 Click on the icon to select a walus

Expiration Date » I:I =

A Farmat is mmddd A

REGULAR (TOURIST) PASSPORT INFORMATION

Last Mame » | |

Whiddle Initial » D
Birth Dates ||

A Farmat is mmdd Ao

Pazzport Mumber » I:I

lzzuing City » | |

lzzuing State / Country s I S

2 Click on the icon to select a walue

Expiration Date » I:I =

A Farmat iz mmAdd Annny

SAVE AND PROCEED CANCEL WITHOL

Figure 1-21: Self-Registration Basic Information Screen (Bottom)
4. Complete the fields on the screen.

5. Click SAVE AND PROCEED.

Page 1-22 DTS Version 1.7.1.5, Document Processing Manual, Version 1.3.10, Updated 1/05/07

This document is controlled and maintained on the www.defensetravel.osd.mil website. Printed copies may be obsolete.
Please check revision currency on web prior to use.



Chapter 1: Overview

The Additional Information screen opens (Figure 1-22 and Figure 1-23).

Home Basic Information Additional Inforn in Submit $&lf-Registration

Defense Travel System

A New Era of Government Travel

Field with ' * ' iz a required field when wou submit on the A0DITIOMAL INFORMATION paze.

RESIDENCE ADDRESS

* Residence Street 1+

qQ,

* Residence City »

* Residence $tate f Country »
2 Click on the icon 1o select 3 walue

Residence Fip ¢ Postal Code v |:|
Ailes fram Home to Airpart + |:|

* Residh Phone »

2 Format: 999-999.9999 33999 up to 20 characters

Residence Fax v
2 Format: $99-393.99%9 up to 20 characters

AR TRAVEL PREFERENCES

Birport | B

& Click on the icon 1o select 2 value

Preferred Seating » -
Special Meals » -

Special Meeds » ‘

FREQUENT FLYER

Edit Delete Frequent Flyer Mo Hirling Member No Member Status

Mo data in guery results.

Figure 1-22: Additional Information Screen (Top)

LODGING PREFERENCES

Preferred Lodging » I j

Lodging Special Meeds » |

RENTAL CAR PREFERENCES

Preferred Rental Car» I j

Rental Car Special Meeds » | |

Personal Remarks » | |

SMOKING PREFERENCES

Smokerr & Mo O Yes

SAWE AND PROCEED CAMCEL WWITHOUT SAMING

Figure 1-23: Additional Information Screen (Bottom)
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6. Complete the fields on the screen.
7. Click SAVE AND PROCEED.

The Submit Self-Registration screen opens (Figure 1-24).

Defense Travel System Home Basic Information Additional Information Submit Self-Registration
A New Era of Government Travel ~

You are going to submit the traveler profile to DTA.

CANCEL

Figure 1-24: Submit Self-Registration Screen
8. Click Submit.

1.9.1.2 Error Messages
If your log-on attempt is unsuccessful, you may receive one of the error messages described in
this section.
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The User Activation message displays if the values entered in the Social Security Number
(SSN) fields do not match (Figure 1-25).

= Defense Travel System

A New Era of Government Travel

User Activation

Your user account needs to be activated

If you would like your account activated, cormplete the
form below, The form requires that vou enter your social
security number twice, Please enter your 55N
exactly as it appears in your profile, including any
trailing characters (i.e. 123456789 or
987654321R)

Enter Social Security

Murmhber: I.-..-..-.

Reenter Social Security
MNurnber:

Submit I Cancel |

If the walues entered rmatch an account in DTS, yvou will

SllLEE Microsoft Internet Explorer x|

Selecting
process, ' "j The walues entered do not match, Please try again,
L

Figure 1-25: User Activation Message

Resolve by entering the correct SSN in both of the fields and click Submit. You may end the
process by clicking Cancel.
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The Invalid or Expired Certificate Message (Figure 1-26) and the Account Locked or Not
Found or Certificate Revoked Message (Figure 1-27) are two other Log-On Error Messages.

™ Defense Travel System

A New Era of Government Travel

Login Error

There has been a problem with login

Your certificate is invalid or expired. Please contact yvour local
Reqgistration Authority (LR A) or Werifying Official (wQ) to obtain a
new certificate or CAC card.

Close window Retry login ==

Figure 1-26: Invalid or Expired Certificate Message

“=%. Defense Travel System

A New Era of Government Travel

Login Error

There has been a problem with login

Your user account could not be found aor is locked, or yvour
certificate has been revoked, Please contact wvour local
Registration Authority (LRAY or Yerifying Official (WO} to obtain a
new PKI certificate or to find additional information.

Close window Retry login ==

Figure 1-27: Account Locked or Not Found or Certificate Revoked Message

Resolve by contacting your local registration authority (LRA) or your verifying official for
assistance.
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1.10 Easy Troubleshooting

If you encounter a problem during the log-on or authentication process, you should try to resolve the
problem through the actions listed below. The following suggestions apply to both CAC users and soft
token users:

» Insert your signature token before clicking the DTS Log In button.

*  Make sure that your signature token remains securely in place the entire time when using DTS.

* Prevent DTS from timing out your session. Enter your certificate and password (or PIN) quickly when
the Digital Signature Login screen opens.

*  Click Browse to locate your key file data.

If an error occurs during the authentication process, you will receive either a numbered error message or an
un-numbered error message informing you that the connection will be terminated. Regardless of the type
of error message, click OK to start the process again. If the problem persists, contact the T2HD.

1.11 Error Message Information
Refer to Appendix H of the DTA Users Manual for a complete list of coded error messages.

1.12 Logging Off DTS

Remember to log off DTS at the end of your session. Complete the following steps to close screens and
exit DTS:

1. To exit from any DTS screen, click Close when available. Click the x in the top right corner of
the browser screen if a Close button is not available.

2. To exit DTS completely, click Logoff on the banner at the top of the DTS User Welcome
screen.
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